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3.1. Statistical methods 9h58 |

Statistical properties of normal
and attack patterns can be
exploited for detection of DDoS
attacks. Generally a statistical
model for normal traffic is
fitt" cPihen a statistical

DOS. Noi
chung, mé hinh thong ké doi

infdrt!Mci*%&st is applied to
d*@fitygfyle if a new instance,
~elor®?j|g this model. Instances

that do not the legxnt*m*

voi luvu lugng mang thong
thuong dugc khdép va sau do
ching ta ap dung phép suy luan
thong ké dé xac dinh xem
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based on the

statistics,

applied test
are classified as
anomalies. Chen et al. [19]
develop a distributed
change point (DCP) detection
architecture  using  change
aggregation trees (CATs). The
non-p*M18tPfc  approach
was adafrtftdi Igh I describe the
distribution of pre-change or
post-change network traffic.
When a DDoS flooding attack is
being lauMifiM~he
cumuleJtf*fe’  deviation s
noticeably higher than random
fluctuations. The CAT
mechanism is designed to work
at the router level to detect
abrupt changes in traffic flows.
The domain server uses the
traffic change patterns detected
at attack-transit routers to
construct the CATs, which
represent the attack flow
pattern. A very well-known
DDoS defense scheme called D-
WARD is presented in [20]. D-
WARD identifies an attack
based on continuous monitoring
of bidirectional traffic flows
between the network and the
rest of the Internet and by
periodic deviation analysis with
the normal flow patterns.
Mismatched flows are rate
limited in proportion to their
aggressiveness. D- WARD not
only offers a good detection rate
but also reduces DDoS attack
traffic significantly. It uses a
predefined model for normal
traffic to detect anomalies

truong hop méi nay co thuoc
md hinh nay hay khéng. Chen
va cac cong su [19] da xay
dung kién tric phat hién diém
thay d6i phan tan (DCP) ding
cac cdy thay ddi két tap (cac
CAT). Phuong phap phi tham
sb duoc hiéu chinh dé mod ta
luru luwong mang trudC va sau
khi thay d6i. Khi mot cudc tan
cong gay tit nghén DdoS (tan
cong tir chédi dich vu) bat dau,
d6 léch tich lily cao hon rat
nhiéu so vé&i nhitng dao dong
ngau nhién. Co ché CAT duogc
thiét ké dé lam viéc & mac bo
dinh tuyén dé phat hién nhiing
thay doi dot ngot trong luu
lugng mang. May chu tén mién
su dung cac kiéu thay doi luu
luong mang duogc phat hién o
cac bo dinh tuyén tan cong-
chuyén tiép dé xay dung céc
CAT, CAT biéu dién kiéu luu
lwgng mang tan céng. Co ché
bao vé phod bién DdoS cd tén la
D-WARD dugc trinh bay trong
tai lidgu tham khao [20]. D-
WARD xéc dinh mét cuoc tan
cong dua trén viéc giam séat
lién tuc Iuvu lugng mang hai
chiéu gitta mang va phan con
lai cta Internet va thdng qua
phan tich d¢ léch tuan hoan so
v6i cac kiéu luu lwong mang
thong thuong. Cac luu luong
mang bat thuong s& bi gigi han
tbc do tly thuéc vao muac do
mang Yyéu cua ching. D-
WARD khong chi c6 ty 1€ phat
hién cao ma con giam dang ké
lvu lwgng mang tin cdng
DdoS. N6 dung mé6 hinh dinh
trugc vé luu luong mang thong




FIGURE 9. Classification of
DDoS attack detection methods
in the two-way traffic statistics
for each peer. If it identifies a
DDoS attack, it imposes a rate
limit on the suspicious outgoing
flow for the peer. Next, D-
WARD observes the traffic for
either confirmation of the attack
or refutation. If confirmed, D-
WARD further controls the rate

limit. However, if refuted, it
gradually  allows increased
traffic rate. Saifullah [21]

proposes a defense mechanism
based on a distributed algorithm
that  performs  weight-fair
throttling at upstream routers.
The throttling is weight-fair
because the traffic destined for
the server is  controlled
(increased or decreased) by
leaky buckets at the routers
based on the number of users
connected, directly or through
other routers, to each router. In
the beginning of the algorithm,
the  survival capacity is
underestimated by the routers so
as to protect the server from any
sudden initial attack. The rate is
updated (increased or
decreased), based on the
server’s feedback sent to its
child routers and eventually
propagated downward to all
routers, in the subsequent
rounds of the algorithm with a
view to converging the total
server load to the tolerable
capacity range.

thuong dé phat hién cac bat
thuong.

HINH 9. Phan loai cac phuong
phép phat hién tin cong DdoS
trong thong ké luu luong hai
dudng cho mdi peer (ban cling
cap, nguoi dung cing cap).
Néu nod xac dinh dugc mét
cudc tan céng DdoS, nd s& ap
dat giéi han téc do trén luu
lugng ra dang ngd cua peer.
Tiép theo, D-WARD quan sat
lru luong dé xac nhan tan céng
hoic bac bo. Néu bac bo, nd
cho phép téc do luu luong dan
dan ting 1én. Saifullah [21] da
dua ra mot co ché bao vé dua
trén thuat toan phan tan thuc
hién diéu chinh can bang trong
s6 & cac bo dinh tuyén nguoc
dong. Qua trinh diéu chinh c6
tinh can bang trong s6 bai vi
luru lugng danh cho may chu
duoc diéu khién (ting hoic
giam) bang giai thuat thing ro
tai cac bo dinh tuyén du trén sb
lwong nguoi dung duoc két néi,
tryc tiép hoac thdng qua cac bo
dinh tuyén khac dén mdi bo
dinh tuyén. Trong phan bat dau
cta thuat toan, kha ning song
con duge danh gia so bo (thap
hon thuc t€) dé bao vé server
khoi bat ky cuoc tan cong bat
thinh linh ndo. Toc d6 duoc
cap nhat (tang hoac giam), dua
trén thdng tin phan hoi cua
server gui dén cac bo dinh
tuyén con cta nd va cudi cing
truyén xudng tat ca cac bo dinh
tuyén, trong cac vong tiép theo
cia thuat toan nham hoi tu
téng tai may chu thanh khoang
dung lugng chap nhan duoc.




Chen [22] presents a new
detection method for DDoS

attack traffic based on the two-
sample i-test. It first obtains
statistics for normal SYN
arrival rate (SAR) and confirms
that it follows the normal
distribution. The method
identifies an  attack by
computing (a) the difference
between incoming SAR and
normal SAR, and (b) the
difference between the number
of SYN and ACK packets.
Unlike most previous DDoS
defense schemes that only deal
with either flooding or meek
attack, the proposal uses two

statistical tests to identify
malicious  traffic. It  first
compares  the  differences

between the overall means of
the incoming traffic arrival rate
and the normal traffic arrival
rate by the two- sample t-test If
the difference is significant, it
concludes that the traffic may
include flooding attack packets.
However, the low-rate attack
traffic may pass the arrival rate
test and make the backlog queue
full.  The approach then
compares the two groups that
contain different numbers of
SYN and ACK packets by the
two-sample t-test If there is a
significant difference, it
recognizes that the attack traffic
IS mixed into the current traffic.
Zhang et aL [23] propose a
prediction method for the
available service rate of a
protected server by applying the
Auto Regressive Integrated

Chen [22] dua ra phuong phap
phéat hién luu lugng tan cong
DdoS duya trén phép kiém dinh
| hai mau. Trudc hét, nd ghi
nhan s liéu thong ké toc do
dén SYN thong thuong (SAR)
va x&c nhan rang né tuan theo
phan bé thong thuong. Phuong
phap nay xac dinh tan cong
thong qua tinh toan (a) su
chénh léch gitta SAR dén va
SAR thong thuong, va (b) su
chénh léch giira s6 goi tin SYN
va ACK. Khdng giéng nhu da
sb co ché bao vé DdoS trudc
day chi xét tin cong tat nghén
hodc tAn cong 6n hoa, nguoi ta
dé xuat dung hai phép kiém
dinh thong ké dé xac dinh luu
luong nguy hiém. Trudc hét,
no so sanh do chénh léch gitra
cac trung binh tong thé cua toc
d6 dén cua luu luong mang dén
va tbc d6 dén cua luu luong
binh thuong théng qua kiém
dinh t hai mau. Néu d6 chénh
léch 16n, n6 két luan rang luu
lugng c6 thé chua nhitng goi
tin tin cbng tit nghén. Tuy
nhién, luu luong tan cong téc
d6 thap c6 thé vuot qua duoc
phép kiém tra toc do dén va
lam cho xép hang backlog day.
Sau d6, phuong phap nay so
sanh hai nhom chaa sé lugng
goi tin SYN va ACK khéac nhau
thong qua kiém dinh t hai mau.
Néu c6 su khéc biét 16n, nd ghi
nhan rang luu lugng tan cong
da thAm nhap vao luu lugng
hién tai. Zhang va céac cong su
[23] @& xuat phuong phép tién
doan téc do dich vu hién tai
cia server duoc bao vé bing




Moving Average (ARIMA)
model. They use available
service rates to qualify the
server’s availability to detect
DDoS attacks. Their prediction
method divides server resources
into CPU time, memory
utilization and  networking
buffer. Rased on the prediction,
they use abnormal detection
technology to analyze the
consumption of server resources
to predict whether the server is
under DDoS attack.

Akella et al. [24] explore key
challenges in helping an ISP
network detect attacks on itself
or attacks on external sites
which use the ISP network.
They propose a detection
mechanism where each router
detects traffic anomalies using

profiles of normal traffic
constructed using  stream
sampling algorithms. Initial

results show that it is possible
to: (1) profile normal traffic
reasonably  accurately, (2)
identify anomalies with low
false positive and false negative
rates (locally,

at the router), and (3) be cost
effective in terms of memory
consumption and per packet
computation. In addition, ISP
routers exchange information

with each other to increase
confidence in their detection
decisions. A router gathers

responses from all other routers
regarding suspicions and based

cach ap dung md hinh Trung
Binh Truot Két Hop Tu Hoi
Quy (ARIMA). Ho sir dung téc
d6 dich vu san c6 dé danh gia
tinh kha dung cua server dé
phat hién cac cudc tin cong
DdoS. Phuong phap phat hién
cia ho chia cac tai nguyén
server thanh thoi gian CPU,
kha nang st dung bo nhd va bo
dém mang. Can ct vao du
doan, ho dung céng nghé phat
hién bat thuong dé phan tich
murc tiéu thu tai nguyén server
va thong qua dé du doén sever
c6 dang bj tan céng DdoS hay
khong.

Akella va cac cong su [24] da
nghién cuau nhiing thach thac
quan trong nham gilp mét
mang ISP phat hién nhiing
cudc tan cong trén chinh no
hodc nhitng cudc tan cong o
cac vi tri bén ngoai dang dung
mang ISP. Ho dé xuét co ché
phat hién trong dé6 mdi bo dinh
tuyén phat hién nhitng bat
thuong vé luu luong mang
théng qua cac profile (bién
dang, kiéu) sir dung thuat toan
lay mau ludng. Céc két qua ban
dau cho thay rang ching ta c6
thé: (1) profile (bién dang) luu
lugng mang thong thuong co
d6 chinh x&c vura phai, (2) xac
dinh nhitng bat thuong véi ty 1¢
duong tinh va am tinh thap
(cuc bo, tai bo dinh tuyén) va
(3) tinh hiéu qua vé gia thanh
xét theo muac do tiéu thu bo
nhé va theo mac @6 tinh toan
trén go1 tin. Thém vao do, cac
bo dinh tuyén ISP trao dbi
thdng tin v&i nhau dé ting do




on them decides whether a
traffic aggregate is an attack or

is normal. The initial results
show that individual router
profiles capture key
characteristics of the traffic
effectively and identify
anomalies with low false

positive and false negative rates.
Peng et al. [25] describe a novel
approach to detect bandwidth
attacks by monitoring the
arrival rate of new source IP
addresses. The detection
scheme is based on an advanced
non-parametric change
detection scheme, CUSUM.

Cheng et al. [26] propose the IP
Flow Feature Value (FFV)
algorithm based on the essential
features of DDoS attacks, such
as abrupt traffic change, flow
dissymmetry, distributed source
IP addresses and concentrated
target IP addresses. Using a
Unear prediction technique, a
simple and efficient ARM A
prediction model is established
for normal network flow. Then
a DDoS attack detection scheme
based on anomaly detection
techniques and linear prediction
model (DDAP) is  used.
Udhayan and Hamsapriya [27]
present a Statistical Segregation
Method (SSM), which samples
the flow in consecutive intervals

tin cay trong cac quyét dinh
phat hién. Mot bo dinh tuyén
thu thap cac dap Gng tur tat ca
cac bo dinh tuyén khac vé
nhitng nghi ngo va dua trén do6
quyét dinh xem tap hop luu
luong 1a mot cude tin cong hay
binh thuong. Két qua ban dau
cho thay rang ting profile dinh
tuyén riéng biét ghi nhan céc
dac trung quan trong cua luu
lwong mang mot cach co hiéu
qua va xac dinh nhiing bat
thuong voi ty 1€ duong tinh va
am tinh gia thap. Peng va céc
cong sy [25] mo t6 mot phuong
phap méi dé phat hién cac cuoc
tan cong bang thong qua gidm
sat toc d6 dén cua cac dia chi
IP cta ngudn méi. Phuong
phap phat hién nay dua trén
phuong phap phat hién thay
dbi phi tham sé nang cao,
CUSUM.

Cheng va cac cong su [26] dé
XUAt gid tri dac trung luu luong
IP (FFV) dua trén cac dac
trung c& ban cta cac cudc tan
cong DdoS, chang han nhu
nhitng thay ddi luu lugng mang
dot xuat, sy bat dbi xung luu
lugng mang, cac dia chi IP
ngudn phan tan va cac dia chi
IP muc tiéu tap trung. Dung k§y
thuat tién dodn Unear, cac nha
nghién ctru da xay dung duoc
MOt mo hinh tién doan ARM
hi¢u qua cho luu Iwgng mang
thong thuong. Sau d6 dung
phuong phap phat hién tan
cong DdoS dua trén cac ky
thuat phat hién bat thuong va
moé hinh phat hién tuyén tinh
(DDAP). Udhayan va




and compares the samples
against the attack state
condition and sorts them with
the mean as the parameter. Then
correlation analysis IS
performed to segregate attack
flows from legitimate flows.
The authors compare SSM
against various other methods
and identify a blend of
segregation methods for
alleviating false detections.

In [28], the authors introduce a
generic DoS detection scheme
based on maximum likelihood
criterion with random neural
networks (RNN). The method
initially selects a set of traffic
features in offline mode to
obtain pdf estimates and to
evaluate the likelihood ratios.
During decision making, it
measures the features of
incoming traffic and attempts to
decide according to each
feature. Finally, it obtains an
overall decision using both
feed-forward and  recurrent
architectures of the RNN. A
brief summary of these methods
Is given in Table 1

Hamsapriya [27] dua ra
phuong phép chia tach théng
ké (SSM), phuong phap nay
lay mau céc ludng trong nhirng
khoang thoi gian lién tiép va so
sanh cadc mau theo diéu kién
trang thai tan cong va phan loai
chung théng qua mean (gia tri
trung binh) nhu mot tham so.
Sau do6, phan tich tuwong quan
dugc tién hanh dé tach céac
lubng tan cbng ra khoi cac
ludng hop phép. Cac tac gia so
sénh SSM theo cac phuong
phap khac nhau va xac dinh sy
pha tron gitta cac phuong phap
phan tich dé lam giam cac phat
hién khong chinh xac.

Trong [28], cac tac gia da dua
vao mdt chuong trinh phat hién
tan cong tir chdi dich vu tong
quat dwa trén tiéu chuian kha
nang cuc dal vai cac mang no-
ron ngau nhién (RNN). Ban
dau, phuong phao chon mot tap
hop cac dac trung Iuu luong
trong ché do offline dé thu
dugc cac udc lugng pdf va
danh gia ty s6 kha niang (ty sb
kha di). Trong sudt qua trinh
thuc hién quyét dinh, no do cac
dic trung cua luu lugng dén va
co gdng quyét dinh theo mdi
dac trung. Cudi cung, no6 thu
duogc quyet dinh tong thé dung
cac kén tric truyén thang va
cac kién trac hoi quy cua RNN.
Bang 1 tom tit nhiing phuong
phap nay.




