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Private communication using chaotic light

Truyén thong riéng tu (truyén thong bi mat, su lién lac riéng tu) dung 4nh sang hon
loan

Synchronized chaotic lasers both encode and decode information, pote-ntially
providing a reliable alternative to conventional secure networks.

Laser hon loan duoc dong bo hoa c6 hai chirc ndng ma hoa va giai ma théng tin co
thé thay thé cac mang bao mat truyén thong trong twong lai (c6 nhiéu tiém ning)

A major advantage of broadband carriers is that they enhance the robustness
of communications channels to interference from narrowband disturbance. This
technology is the basis, for ex-ample, of spread-spectrum communication methods
such as the code division multiple access protocol, which combines high-
bandwidth digital information with a pseudorandom digital code. The result is a
hard-to-interfere-with signal that is useful in military applications such as
antijamming and secure messag-ing. So-called chaos-based communications is also
a broad-band technique, but it is based on a different concept. Here, the carrier is a
chaotic (seemingly erratic but fully described by deterministic equations) analog
optical waveform, generated at the physical layer. The message is encoded in such
a way that the information is hard for an eavesdropper to extract. Decoding by the
appropriate receiver requires synchronizing the carrier. The receiver architecture
performs a nonlinear filtering process that is then used to subtract the encoded,
transmitted informa-tion (see Figure 1). Chaos-based communications was
proposed and demonstrated in the early 1990s in electronic circuits, and soon
extended to optical systems.

Mot wu diém ndi troi ctia cac song mang day rong 1a ching ting cudong do
bén viing cua cac kénh truyén thong dé chiju dung duoc su gay nhiéu day hep.
Cong nghé nay 1a co s& caa, chang han nhu, phuong phéap truyén théng trai phd
chang han nhu giao thuc da truy cdp phan chia theo ma (da truy cap phan chia
ma&), giao thic nay két hop thong tin sé bang théng cao voi ma sé gia ngau nhién
(gan ngiu nhién). Piéu nay dan dén mot két qua 1a khd giao thoa vai tin hiéu va cé
nhiéu tng dung trong quan sy chang han nhu chdng nhidu va bao mat truyén tin.



Truyén théng dya trén hdn loan ciing 13 mot ki thuat ddy rong, nhung né dua trén
mot khai niém khéc. O day, song mang 1a dang séng quang hoc tuong tu hdn loan
(c6 vé nhu khong c6 quy luat nhung duoc md ta ddy du qua cac phuong trinh tat
dinh), dugc tao ra tai 16p vat ly. Tin tac duge ma hoa theo cach nao do dé cho
thdng tin khd bi ké nghe 1én liy duoc. Gia ma qua cac may thu (bo thu) thich hop
doi hoi déng bd hoa cac song mang. Kién tric may thu thyuc thi qua trinh loc phi
tuyén, sau d6 dugc dung dé loai trir thong tin duwoc mi hoa, duoc truyén (xem hinh
1). Truyén théng dua trén hén loan duge dé xuat va duoc minh chang vao dau
nhitng nam 1990 trong cac mach dién tir, va khong lau sau dugc mo rong sang cac
hé théng quang hoc.

Photonics provides simple ways of generating high-dimen-sional chaotic
carriers that offer both a substantial level of se-curity and the possibility of
excellent transmission rates. The simplest way to generate a chaotic optical carrier
is to employ a semiconductor laser and feed back part of the emitted light into the
device after a certain time delay (the all-optical approach). Alternatively, the light
can be transformed into electrical currentand, after a certain time delay, be used to
feed, either the laser bias current or an external modulator (the electro-optical ap-
proach). Early laboratory experiments demonstrated successful back-to-back
communications in both all-optical and electro-optical systems, where high bit
rates were achieved.

Photonics cho ching ta mét cach don gian dé tao ra cac song mang da chiéu
c6 mirc d6 bao mat tét va tdc do lan truyén tuyét voi. Cach don gian nhét dé tao ra
cac song mang quang hoc hon loan 1a dung laser ban dan va phan phan héi caa anh
sang phat ra di vao trong thiét bi sau mét thai gian tré nhat dinh (cach tiép can toan
quang). Hoic 13, 4nh sang c6 thé dugc chuyén thanh dong dién, sau mot thoi gian
tré nhat dinh, dugc st dung dé cho vao, hoic 1a dong phan cuc laser hodc bo diéu
bién bén ngoai (cach tiép can dién-quang). Cac thi nghiém trong phong thi nghiém
trudc day da thyc hién thanh cong truyén thong lién tuc (lién mach) trong ca hai hé
toan quang va hé dién-quang, va da dat duoc tée do bit cao.

In all-optical chaos-based communication systems, the emit-ter architecture
Is usually composed of a semiconductor laser subject to optical feedback from an
external mirror. The receiver system, which has to match the emitter system, can
operate sub-ject to the same feedback loop (closed-loop scheme) or without optical



feedback (open-loop scheme). The open-loop configura-tion is mechanically more
stable and easy to implement. It is also very robust against frequency detuning and
small parameter mismatch. The closed loop is less stable, and the feedback cavities
of the emitter and receiver must be matched with sub-wavelength precision,
otherwise synchronization quality is very poor. For these reasons, receivers with
open-loop architecture are generally used in demonstrations. However, recently we
re-alized that the closed-loop scheme allows for smaller message amplitudes,
which provides higher security.Integrated sources with delayed feedback promise
higher stability and easier implementation of the closed-loop scheme.

Trong cac hé thdng toan quang dua trén hdn loan, kién trdc may phat (bo
phat) thuong bao gom mot laser ban dan chiju phan héi quang hoc tir mot guong
bén ngoai. Hé théng thu nhan, phai khop véi hé thong phat co thé hoat dong &
vong phan hoi tuong tu (so d6 vong kin) hoic khéng phan hoi quang (so d6 vong
h). Cau hinh vong hd 6n dinh vé mit co hoc hon va dé thuc thi. N6 ciing rat bén
viing vai su léch huong tan sé va su khong khép tham sb nho. Vong kin kém on
dinh hon, va budng cong huong phan hdi cua bo phat va bo thu phai khap voi do
chinh xac nho hon buéc séng, néu khdng, chat luong dong bo rat nghéo nan. Vi
nhitng 1i do nay, n6i chung bo thu véi kién tric vong ho thuong dugc st dung
trong minh hoa. Tuy nhién, trong thoi gian gan day chung t6i nhan thay rang so do
vong kin cho phép cac bién d6 tin nhan nho hon, cho d6 bao mat cao hon. Cac
ngudn tich hop cuing véi phan hdi tri hodn hta hen do 6n dinh cao va sy dé thyc thi
ctia so dd vong kin.

Different techniques have been proposed to encode the infor-mation into the
chaotic carrier. Better-known methods include chaos shift keying (the message is
added by slightly modulating the injection current of the laser), chaos modulation
(the message is incorporated by externally modulating the chaotic carrier), and
additive chaos masking (the message is externally added to the chaotic carrier).
After more than 10 years of research, the first field experiment occurred in a
metropolitan area network in Athens, Greece, and was reported in 2005 by us and
others as the main outcome of the European project OCCULT. In this experiment,
chaotic fiber-optical communication over long distances (more than 100km) was
achieved, with high transmis-sion rates (>1Gb/s) and low bit-error rates
(BERs)....... The system used matched pairs of semiconductor lasers as chaotic



emitters and receivers and off-the-shelf fiber-optic telecommu-nication
components.

Cac ky thuat khac nhau di dugc dé xuit dé ma hda théng tin vao trong song
mang hdn loan. Phuong phap da duoc biét dén nhiéu 1a khoa dich hdn loan (mau
tin duoc thém vao bang cach diéu bién chit it dong tiém cua laser), diéu bién (bién
diéu) hdn loan (mAu tin duoc tich hop vao bang cach diéu bién séng mang hon loan
bén ngoai), va chin hdn loan bb sung (mau tinh duwoc thém tir bén ngodi vao séng
mang hon loan). Sau hon mudi ndm nghién ctu, thi nghiém thuc té dau tién xuat
hién trong mang d6 thi & Athens, Greece, va dugc chung tdi bao cdo vao nam 2005
cing véi nhitng ngudi khac nhu 1a két qua chinh cua du an chau Au OCCULT.
Trong thi nghiém nay, truyén théng soi quang hdn loan da dat dugc trén khoang
cach dai (hon 100 km), v&i toc do truyén cao (>1Gb/s) va ty 1& 15i bit thap
(BERs).....Hé da str dung cac cip laser ban dan nhu bo phat hon loan, va bo thu va
cac thanh phan vién thong soi quang dong géi (c6 san) hop nhau.

After achieving this important milestone, we tackled the de-velopment of
mechanically stable integrated and hybrid sources, mainly through a European
consortium under the PICASSO project. Within this initiative, a novel photonic
monolithic in-tegrated device, consisting of a distributed feedback (DFB) laser, a
passive resonator, and active elements that control the optical feedback properties,
was designed, fabricated, and evaluated as a compact potential chaotic emitter in
optical communications. Different operating regimes, including stable solutions,
periodic states, and broadband chaotic dynamics, were identified.

Sau khi dat dugc cot mbe quan trong, ching t6i ¢ nam lay su phat trién cua
cac nguon lai hoa va tich hop vé mat co hoc, chu yéu qua cong ddng chau Au trong
du an PICASSO. Trong giai doan dau, mot thiét bi tich hop don khdi photonic méi
la, bao gom mot laser phan hdi phan b (DFB), budng cong huang thu dong va cac
yéu té cha dong diéu khién tinh chat phan hoi quang hoc dugc thiét ké, dugc ché
tao, va dugc danh gia voi tu cach la mot bo phat hon loan tiém nang gon nhe trong
truyén théng quang hoc. Cac ché do hoat dong khac, lién quan dén cac nghiém on
dinh, céc trang thai tuin hoan, va dong luc hoc hon loan ddy rong di duoc xac
thuc.



More recently, we designed, developed, and tested a new integrated device.
The integrated optical source is composed of a DFB laser, two passive sections,
two phase sections, and a nar-row (2-10m) air gap (see Figure 2). This new device
provides high-bandwidth chaotic emission and the flexibility to change some
parameters, which not only facilitates synchronization be-tween emitter and
receiver but also increases security. Figure 3 clearly shows the chaotic properties
of the dynamics generated by the air-gap modules. The black line in Figure 3(a) is
the radio frequency spectrum of the emitter, characterized by its breadth and large
bandwidth. The inset details the time traces of the emitter and receiver lasers under
synchronization conditions. The low power of the difference spectrum (blue line)
proves excellent synchronization. Finally, we tested a back-to-back digital signal
transmission using two similar integrated devices. A pseudo-random non-return to
zero bit sequence at 1Gb/s was applied to the master input by using an external
amplitude modulator (chaos modulation technique). We performed signal decoding
at the receiver by measuring the chaos cancellation. Besides an efficient masking
with BER 0.5 (not shown in the figure), a clearly readable decoded message was
obtained: see Figure 3(b).

Gan day hon, chung t6i da thiét ké, phét trién, va kiém tra mot thiét bi tich
hop méi. Ngudn quang hoc tich hop bao gom laser DFB, hai phan thy dong, hai
phan pha, va khe khéng khi hep (....) (xem hinh 2). Thiét bi mai ndy c6 thé phét xa
hon loan bang thong cao va d& dang thay d6i mot sé tham sé, khéng chi tao diéu
kién thuan loi cho sy ddng bo hda gitra b phat va bo thu ma con tang cudng tinh
bao mat. Hinh ba minh hoa ré nét tinh hdn loan cuia dong luc hoc duoc tao bai cac
md dun khe khong khi. Puong thang mau den trong hinh 3(a) 13 phé tan s6 vo
tuyén ctia bo phat, duoc dic trung boi do rong va bang théng rong cua nd. Hinh
nho cho thay cac vét thoi gian phat laser cua b phat va bo thu trong diéu kién
dong bo. Cong suat thap cua phod trir (the difference spectrum theo dinh nghia 1a
phd thu duoc sau khi trir tat ca cac kénh tin hiéu ciia mot pho véi cai khac) (duong
xanh) cho thay su dong bo hoa rat tét. Cubi ciing, ching t6i da kiém tra sy truyén
tin hiéu lién tuc dung hai thiét bi tich hop twong ty. Chudi bit gia ngau nhién va
khéng quay vé zero & 1GB/s duoc dua téi dau vao chinh bang cach ding bo diéu
bién bién do bén ngoai (ky thuat diéu bién hdn loan). Chung toi da thuc hién giai
ma4 tin hiéu tai bo thu qua viéc do su triét tiéu hdn loan. Ngoai ra, su che chin hiéu



qua voi BER .....(khéng duoc biéu dién trong hinh), da thu duoc mau tin giai ma
c6 thé doc duoc rd rang: xem hinh 3(b)

Now that reliable sources have been developed and tested, we are focusing
our research on long-distance transmission  studies and all-optical signal
processing based on delay-coupled photonic systems. For long-distance
transmission, integrated all-optical sources and electro-optical hybrid devices,
different encoding schemes, and dense-wavelength-division multiplex-ing
techniques are being combined with the aim of reaching 10Gb/s rates with low
BERs ..... For photonic signal processing, new concepts are currently being
developed. A European project (PHOCUS) aims to design and implement a
photonics realization of a liquid-state machine, with the potential for versatile and
fast signal handling. Such a device represents an alternative approach to
computation. Thetarget is to achieve high computational performance with only a
small number of photonics components, using dynamical systems with time delay
to realize complex classification tasks.

Chu y rang cac ngudn tin cay da duoc phat trién va kiém tra, ching toi tap
trung vao cac nghién cau sy truyén trén khoang cach dai va xi Ii tin hiéu toan
quang dya trén cac hé théng photonic ghép tri hodn. Dbi véi su lan truyén trén
khoang cach dai, cac ngudn toan quang tich hop va céc thiét bi lai hoa dién quang,
cac so d6 ma hoa khac nhau, va cac k¥ thuat ghép kénh phén chia theo buéc séng
day dic da duoc két hop voi sy hé tro cua toe do 10 Gb/s véi BERS thap ...... Péi
v6i xir ly tin hiéu photonic, hién nay céc khai niém méi dugc phat trién. Dy &n
Chau Au (PHOCUS) nham dén thiét ké va thyc thi thuc té photonic may trang thai
ran, ¢4 nhiéu tiém ning trong viéc diéu khién tin hiéu linh hoat va nhanh chéng.
Mot thiét bi nhu thé dem dén cho ching ta mot phwong phap tinh toan méi. Muc
dich 1a dé dat dugc hiéu suat tinh toan cao chi voi mot sé lugng nho cac thanh
phan photonic, ding cac hé théng dong luc hoc véi su tri hodn thoi gian dé thuc
hién cac nhiém vu phan loai phuc tap.



